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Cambodia: Data surveillance legislation is ‘repressive’, must not be implemented – UN experts 

GENEVA (1 February 2022) – UN human rights experts* today urged Cambodian authorities to halt the planned implementation of data surveillance legislation, saying it is repressive and further undermines privacy rights and democratic freedoms in the country.  

The Sub-decree on the Establishment of the National Internet Gateway, due to come into effect on 16 February, will have a serious negative impact on internet freedom, human rights defenders and civil society in the country, further shrinking the already-restrictive civic space in Cambodia, the experts said. The decree permits the Cambodian Government to monitor internet activity, intercept and censor digital communications, and collect, retain and share personal data of users. 
“This repressive decree could have a devastating effect on privacy and presents an inherent risk such information could be misused,” the experts said.
The legislation grants exhaustive power to so-called National Internet Gateway operators to monitor websites that people visit, as well as the metadata related to every website visit. It will also allow authorities to arbitrarily switch off internet access or block certain websites or domains. 
“As the world has evolved to depend on internet access as a primary channel for communication, information sharing and networking, the body which controls the internet effectively controls much of society,” the experts said.
The experts said the decree, in its current form, goes beyond the permissible restrictions to freedom of expression established in Articles 17 and 19(3) of the International Covenant on Civil and Political Rights, a cornerstone human rights treaty to which Cambodia is a party. They are requesting Cambodian authorities suspend implementation and work with international human rights mechanisms and the United Nations Country Team to bring it into line with human rights protections.
“To legally justify such a sweeping infringement on personal freedoms requires compliance with strict tests of legality, necessity and proportionality, including for matters of national security or public morality,” the experts said. “It is exceedingly hard to imagine how any such legal justification may apply in this case.”
UN experts last year wrote to the Cambodian authorities asking them not proceed with implementation of the legislation until rigorous human rights safeguards were implemented.
“To open up to such wide-ranging control could result in the backsliding of innumerable human rights protections and guarantees that have been achieved over the preceding decades – and once the genie is out of the bottle it is very hard to be contained again,” the experts said.

ENDS

* The experts: Mr. Vitit Muntarbhorn, Special Rapporteur on the situation of human rights in Cambodia; Ms. Irene Khan, Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression; and Ms. Mary Lawlor, Special Rapporteur on the situation of human rights defenders.
Special Rapporteurs are part of what is known as the Special Procedures of the Human Rights Council. Special Procedures, the largest body of independent experts in the UN Human Rights system, is the general name of the Council’s independent fact-finding and monitoring mechanisms that address either specific country situations or thematic issues in all parts of the world. Special Procedures’ experts work on a voluntary basis; they are not UN staff and do not receive a salary for their work. They are independent from any government or organization and serve in their individual capacity.
For inquiries and media requests, please contact Amanda Fisher (+855 17 875 592 / fisher4@un.org) or Emily Walker (+41 22 917 4121 / emily.walker@un.org)
For media enquiries regarding other UN independent experts, please contact: Jeremy Laurence (+ 41 22 917 7578 / jeremy.laurence@un.org).
Follow news related to the UN's independent human rights experts on Twitter@UN_SPExperts
Concerned about the world we live in?
Then STAND UP for someone's rights today.
#Standup4humanrights
and visit the web page at http://www.standup4humanrights.org
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